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Netwrix Auditor for Active Directory

Complete visibility into what's happening in your Active Directory and Group Policy

Netwrix Auditor for Active Directory improves your organization's security posture by delivering complete visibility into what's
happening in your Active Directory and Group Policy. The application provides security analytics that help you detect anomalous
user behavior, identify potential insider threats, efficiently investigate and report on security incidents before a breach occurs, and

demonstrate that your organization is compliant with regulatory standards.

DETECT INSIDER THREATS

Netwrix Auditor for Active Directory
delivers visibility into all security and
configuration changes in Active
Directory and Group Policy, privilege
escalation, anomalous administrator
activity,  suspicious  user logon
attempts, and more. This deep insight
enables [T departments to more
effectively detect security incidents
caused by insider actions.
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CUSTOMER FEEDBACK

PASS COMPLIANCE AUDITS
WITH LESS EFFORT

Netwrix Auditor for Active Directory
provides  out-of-the-box  reports
aligned with  many compliance
regulations, such as PCl DSS, HIPAA,
SOX, GLBA, FISMA/NIST, CJIS, GDPR
and others. The Interactive Search
feature helps you generate custom
reports and quickly answer auditors’
questions.

INCREASE THE PRODUCTIVITY
OF YOUR IT TEAMS

Netwrix Auditor for Active Directory
helps minimize service downtime by
enabling administrators to quickly
uncover the root causes of problems
and roll back unwanted changes to
their previous states. Furthermore,
Netwrix Auditor for Active Directory
automates change control and
reporting tasks, which increases
operational efficiency and quality.

“Netwrix Auditor provides us with daily reports on all activities in AD, including those of the privileged users. By enabling
visibility into what is happening in our IT environment and allowing us to be proactive, Netwrix Auditor really

strengthens security and makes our job so much more efficient. ”

AWARDS

Michael Jensen, Director of Information Technology, Mid Carolina Credit Union

netwrix.com/auditor
Powerful Data Security Made Easy


https://www.netwrix.com/auditor.html?utm_source=content&utm_medium=datasheet&utm_campaign=naad-datasheet

Key Features of Netwrix Auditor

for Active Directory

ALERTS ON THREAT
PATTERNS

Customizable alerts notify you about
critical  Active  Directory security
events as they happen, so you can
quickly remediate improper changes
and investigate suspicious logon
attempts that put your environment
at risk.

@ LOGON AUDITING

Continuous reporting on both successful
and failed logons in Active Directory
enables you to detect access violations,
validate your access controls, and
comply with the requirements of many
security standards, laws and regulations.

DETAILED AUDIT REPORTS
AND DASHBOARDS

Predefined reports and dashboards
keep you informed about all changes
to users, groups, OUs, DCs, and other
objects, properties, settings and
permissions. Subscriptions automate
report delivery to email addresses or
shared folders, according to the
schedule you define.

e INTERACTIVE SEARCH

The Google-like search provides the
flexibility needed to speed vyour
security or compliance investigations.
Supply your unique search criteria and
quickly find the exact audit information
you need.

@ ACTIVE DIRECTORY
CONFIGURATIONS

Reports on Active Directory and Group
Policy configurations help you make sure
that group membership, effective
permissions, password policies and other
critical controls are in line with a known
good baseline, so you can mitigate cyber
risks and enforce good IT hygiene.

CHANGE ROLLBACK
AND OBJECT RESTORE

Netwrix Auditor for Active Directory
enables you to revert incorrect or
unwanted changes to a previous state
without the need to restore from a
backup or reboot a domain controller.
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HOW IS NETWRIX AUDITOR FOR

ACTIVE DIRECTORY DIFFERENT?

AGENTLESS ARCHITECTURE

Operates in agentless mode so it never
degrades system performance or
causes downtime.

TWO-TIERED DATA STORAGE

Offers an exceptionally reliable and
cost-effective  two-tiered  (SQL
database + file-based) storage
system that keeps a complete audit
trail for more than 10 years and
ensures  easy access to it
throughout the whole retention
period.

RESTFUL API

Integrates with third-party or your
own custom-built applications to
expand  visibility  into  your
operations, improve security of data
and facilitate IT workflows, such as
change management, service desk
or threat detection.

INTEGRATED IT AUDIT
ORCHESTRATION FEATURES

Brings extra value with the built-in
features for IT audit and compliance
orchestration:

* Inactive User Tracking
* Password Expiration Alerting

Deployment

CLOUD:
netwrix.com/go/cloud

VIRTUAL:
netwrix.com/go/appliance

ON-PREMISES:
netwrix.com/freetrial

Options
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